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Abstract

The European Identity Wallet requires a high level of assurance. Our solution achieves that by involving multifactor authentication (biometrics, password and user device) and
hardware security (using Trusted Execution Environments (TEEs) for integrity and confidentiality). Trustworthy Al based on a Convolutional Neural Network (CNN) is used to
extract facial biometric features. These sensitive features are extracted remotely in a Wallet Secure Cryptographic Device (WSCD) that uses a TEE based on Intel SGX.
Trustworthiness is increased at the wallet instance (app at the user’s smartphone) by using a foundation model for detecting facial presentation attacks.

Introduction

The European Digital Identity (EUDI) Wallet is a secure and user-controlled digital environment that will allow users to manage their A ] EU Digital Identity
personal identification data and attestation attributes to public and private services in the EU. The Wallet contains a Wallet Secure wallet
Cryptographic Device (WSCD) storing and managing the user’s sensitive data, which communicates securely with the Wallet Instance (WT)

at the user’s device (typically a smartphone).

The Architecture and Reference Framework (ARF) [1] requires user binding to prevent identity theft attacks. This requires supporting Presentation Attacks Detection (PAD) in
case of using biometrics. We use trustworthy Al for facial authentication (at the WSCD) and for PAD (at the WT) [2]-[5].

Methodology

We use a remote WSCD with a TEE for scalability and independence from smartphones’ manufacturers [2]-[3]. Every communication between the WSCD and the WI is
carried out through a secure TLS channel.
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Figure 1: Wallet Unit workflow. Figure 2: User Binding process. The PAD is verified in the user’s app before the WSCD Figure 3: User Authentication Process. The PAD is verified in the user’s app
extracts the features from the portrait. ki, is the enclave sealing key. before user authentication. ks is the enclave sealing key.

Results

We implemented FoundPAD [6] as a ViT-B foundation model for facial PAD in an Android smartphone [5] and a 128-value FaceNet model [7] for the extraction of face features
in an Intel laptop with Intel SGX TEE acting as a server. The computation costs of the FoundPAD implementation are shown in Table 1. In Tables 2-4 we summarize the
computation costs for the user binding and authentication processes which include the FaceNet model. Screenshots of the user interface of our WI are shown in Table 5.

With FaceNet, we achieve an EER 1.18% with an accuracy of 99.2% for the LFW database.
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Table 3: Computation times in ms for the operations performed in the WSCD. Table 4: Communication overhead in bytes.
Time (ms) Feature Hamming XOR Credential ID Key WI_-WSCD WSCD —WI g
i i i i &)
Insid gggam" o ‘5”3'3';; 0.0048 32"13’5“" ges':;?“o" UserBinding 307280 8 = L
nside I I I i
Enclave User Auth. 307328 89 ]
Outside 245 0.0004 0.0003  0.0026 0.3555
Enclave Figure 4: Screenshots of the modified EUDI Wallet with face recognition
and facial PAD.
Conclusions

- The secure enclave provides hardware security without compromising the performance.
« The computational and communication costs and execution times are viable for a real case use application.
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